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NMOPIBHAJIbHA UNBIJIICTUKA

YAK 342.9(004.9)

KocteHko OAekciii BonoaumupoBuu,
FOAOBHUI HAyKOBWMI CNiBPOBITHUK (YCTAHOBMW)

YKpaiHCbKOro HaykoBO-AOCAIAHOIO iHCTUTYTY CNeLiaAbHOT TEXHIKM Ta CYAOBUX EKCNEPTU3

Cayxb6u 6e3nekn Ykpainu

KocTteHko Bikropia BoroaumupiBHa,
HayKOBWI CMiBPOBITHUK

YKpaiHCbKOro HaykoBO-AOCAIAHOIO iIHCTUTYTY CNeLiaAbHOI TEXHIKM Ta CYAOBUX EKCNEPTU3

Cayx6u 6e3nekn Ykpainu

WAAXU PO3BUTKY NPABOBOTIO PEIYIIOBAHHA ENEKTPOHHUX
AOBIPYNX NOCNAYT Y MIKHAPOAHUX AKTAX UNCITRAL

MoctaHoBKa NpobAeMU. 3anpoBaAKEHHST HOBUX
$dopM Mi>KHaPOAHOI cniBnpaLi, a came eneKTPOHHO-
ro TPaHCKOPAOHHOIO CriBPOBITHUUTBA, € OAHWUM i3
NPIOPUTETHUX HAMPSAMIB PO3BUTKY CBITOBOIO CriB-
ToBapucTtBa. EAeKTpoOHHE TpaHCKOPAOHHE chiBpo-
6ITHMLTBO, 30KpPEMA i3 BUKOPWUCTAHHSIM TPaHCKOP-
AOHHUX EAEKTPOHHUX AOBIPUMX MOCAYr, CbOrOAHI
noTpebye 3aKOHOAQBUYOTO PeryAroBaHHS.

OAHMM i3 pyLWwiiB MiXXHapOAHOro NPaBOTBOPYOrO
NnpoLecy B ranysi €AeKTPOHHUX AOBIPUYMX MOCAYT i
umodpoBux nianucis € Komicis OOH i3 MixkHapoAHOTO
TOpriBeAbHOro npasa MixHapoAHOI TOProBOi NaAatu
i EBpoOnencbkoi eKOHOMIUHOI KoMmicii (aani — FOHCIT-
PAN, Komicis). Komicieto 3aTBepaXeHO 3akoH «[po
EAEKTPOHHY KomepLito» («Model Law on Electronic
Commerce») i TuNoBWUt 3aKoH «[1p0 EAEKTPOHHI MiA-
nucu» («Model Law on Electronic Signatures with
Guide to Enactment 2001»). Lii 3akoHOA@BYI akTu
CTaAM OCHOBOIO AASI CTBOPEHHS HOPMATUBHO-MPaBo-
BWUX aKTiB Y raAy3i EAEKTPOHHOI TOPriBAi Ta LMdPOBO-
ro nianucy, 3aknaau 3araAbHi 3acapm TPaHCKOPAOH-
HOro BU3HaHHA cepTudikaTiB LUMGPOBOro nianucy
NPaKTUYHO BCIX KpaiH CBITY.

Y UMx 3aKOHOAA@BUMX akTax Npobaemy Mixaep-
XaBHOIMO BW3HAHHA EAEKTPOHHUX AOBIPUMX MOCAYT
i UMPOBOro MIANUCY BUCBITAEHO Ha ymoBax, AKi
MOXHa y3araAbHUTK TaK: AOBipYa nocAyra 1a unudpo-
B MIAMUC BU3HAIOTbCS TPAHCKOPAOHHUMMK B pasi
BMKOPWUCTaHHS HAAIMHOIo LMPPOBOro MiANMUCY, KUK
060B’A3KOBO MOB’A3aHMI 6e3nocepeaHbo i3 Mmianu-
CaHTOM i NnepebyBae nia NOro Gi3MUHUM KOHTPOAEM,
a TakoX 3a yMOBM 3abe3neUeHHs LiAICHOCTI i AOCTO-

BIPHOCTI A@HMX, LLO NiANUCaHi ULMPPOBUM MIAMMCOM.
OpHaK Hi B MiXXHapoAHOMY MpaBi, Hi B MpaBi okpe-
MWX AEPXaB HEMAaE EAMHOI Y3rOAXEHOI MpaBOBOI
nosuuii umM npoueaypu, Aka 6 ctana yHiBepcarbHUM
NnpPaBoOBUM MeXaHi3MOM BU3HAHHSA iIHO3EMHUX ENEK-
TPOHHWX AOBIPYMX MOCAYT Ta iIHO3EMHUX cepTUdika-
TiB LMDPOBOTO MIAMMCY.

YperyAroBaHHA CyCriAbHUX BIAHOCUH, AKi BUHUKa-
HOTb Yy MPoUEeCi BUKOPUCTAHHSA IHO3EMHUX EAEKTPO-
HHUX AOBIpPYMX MOCAYr MiXXHAPOAHUMMW 1 IHO3EMHMU-
MW cyb’eKTamMuK npaBa, a TakoX TPaHCKOPAOHHOIO
BM3HAHHA cepTudikaTiB eAeKTPOHHUX TMIANUCIB, €
Hapasi akTyaAbHO NpobAeMOlo.

CrtaH AOCAiAKEHHSI TeMU. OcTaHHIM yacom Hay-
KOBL MPWMBATHOrO npaBa W IHPOPMALIMHUX TEXHO-
AOTi BMPIiLLYHOTb NPoBAEMMU, NOB’sI3aHi 3 BYPXAUBUM
PO3BUTKOM EAEKTPOHHUX TMOCAY, fAKi 3aMillytoTb
TPaAMLIMHI NOCAYTU MPAKTUUYHO B YCiX chepax XUTTA.
baraTto 3ycuab cnpamMoBaHi came Ha TEXHIYHY pea-
Ai3aLit0 EAEKTPOHHMX NMOCAYT Ta EAEKTPOHHY IAEHTH-
dikaLito HapaBaydiB i KOPUCTYBaYiB LIMX MOCAYT, 3a-
6e3neuytoum iX TeXHOAOTiIUHY TPAaHCKOPAOHHICTb, ane
npaBoBe PEryAtoBaHHA TPAHCKOPAOHHWUX EAEKTPO-
HHWX AOBIPYMX MOCAYT TPUBAAMIA Yac ByAO HE aKTyanb-
He. OAHaK CTpiMKe PO3MNOBCIOAXKEHHS MiXHAPOAHOI
E€AEKTPOHHOI TOPriBAI CMNOHYKAAO HayKOBLIB npaBa
3BEPHYTU yBary Ha BIACYTHICTb NMpaBOBUX MeXaHis-
MiB PEryAroBaHHSA CyCMniAbHUX BIAHOCUH, NOB’A3aHUX
i3 BUKOPUCTAHHAM TPAHCKOPAOHHUX EAEKTPOHHUX
AOBIPUMX NMOCAYT i LuMbpoBKX Mianucie. Mpobaemoto
BUKOPUCTAHHS E€AEKTPOHHOro UMOPOBOro nianucy
3arimManmcs Taki BueHi: |. Kyauk, O. NepeBo34unKoBa,
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I. TopbeHko, K. fopbeHko, O. MoTiin, B. YepupaHiveH-
ko, A. Hageli, E. Elgar, F. Faye, V. Misiuko, M. Sekt,
OAHaK Yy LiAOMY HUMU MUTAHHSA MPaBOBOro Peryako-
BaHHA BM3HAHHSA iIHO3EMHUX EAEKTPOHHUX AOBIpUMX
MOCAYT i TPAHCKOPAOHHOIO BW3HAHHA cepTUdikaTiB
LUMdPOBKMX NIANKUCIB BUCBITAOBAAUCA MOBIXKHO.

Mera ctatTi - 3AIMCHUTU aHaAi3 NPaBOBKX MiAXO-
AiB peanisalii MOXAMBKUX NPOLEAYP BU3HAHHS TpaH-
CKOPAOHHMX iIHO3EMHUMX AOBIPYMX MOCAYT, TPAHCKOP-
AOHHOI cepTudikalLii Ta TPaHCKOPAOHHOTO BU3HAHHA
ceptudikaTtiB LMPPOBUX MIAMUCIB Y MiXXHAPOAHOMY
npaBi Ha ocHOBi MatepianiB Komicii OOH i3 mixHa-
POAHOIO TOProBeAbHOro npasa MiXHapoOAHOI Top-
roBOi nManat i EBPONENCHKOI EKOHOMIUHOI KOMICIT
UNCITRAL.

BukAnap OCHOBHOIO Marepiany AOCAIAKEHHA 3
NMOBHUM OOrPYHTYBaHHAM OTPUMaHUX HayKOBWX
pesyAbtartiB. MounHatoumn i3 2014 poky, Pobouoto
rpynoto IV Komicii 3 enektpoHHoi TopriBai UNCITRAL
3AIMCHIOKOTbCA 3aX0AU LLIOAO BMPILLEHHS MPaBOBMX
MUTaHb, NOB’A3AHMX i3 YNPABAIHHAM iAEHTUIKaLIN-
HUMW A@HUMKM Ta AoBipunmm nocayramu. UNCITRAL
PO3rAfAaE NPOLEC FOPUAMUYHOTO BU3HAHHS AOBIpUMX
MOCAYT i UMGPOBUX MIANUCIB AK HEODOXIAHICTb BU3HA-
YEeHHA NpPaBOBMX BUMOI i CTBOPEHHS BIANOBIAHMX
MaTepiaAbHO-NPaBOBUX HOPM Y BYAb-AKi FOPUCAMK-
LiMHIn cucTeMi. Ha cyyacHoMy eTani po3BUTKY MiX-
HapoAHOro npaBa B6ayaeTbCA, WO TPAHCKOPAOHHE
FOPUANYHE BU3HAHHA AOBIpUYMX NOCAYT i UMbPOBOIro
NiANUCY MOXHa PO3YMITU AK Taki NpPoLEecH:

a) HapaHHS TaKoro X MpPaBOBOro cratycy B npu-
MMato4in FOPUCAMKLIMHIN cUCTEMI, AKWMIN HAAAETbCA
B HOPUCAMKLIMHIA CUCTEMI MOXOAXKEHHSI EAEKTPO-
HHUX AOBIPUMX NOCAYT i LUGPOBUX MIAMUCIB;

6) HapaHHA TakKoro X MPaBOBOroO CTaTycy, SIKWiA
HapaETbCA B MpPUIMMaroYii HOPUCAMKLINHIA cucTe-
Mi, HE3AAEXHO BiA FOPUCAMKLIT BYAb-KOI IHO3EMHOI
CTOPOHMU;

B) BUSHAUYEHHA HACAIAKIB FOPUANYHOTO BU3HAHHA
B OKPEMOMY AOKYMEHTI 3a NEBHUX YMOB;

r) B3aEMHOro, A3epkaAbHOro abo OAHOCTOPOH-
HbOr0 HapaHHSA MPaBOBOro CraTycy 3riaHO 3i BCTa-
HOBAEHUM MOPAAKOM;

I') BU3HAHHA LMDPOBUX MIAMUCIB LUAAXOM YKAAABH-
HS cneujaAbHOT MiXXHAPOAHOI YTOAM UM B paMKax Ae-
AEroBaHWX NOBHOBaXEHb OKPEMOIO MEMOPAHAYMY.

CboroaHi byab-fika KpaiHa Moxe nobyayBaTu
CBOE 3aKOHOAABCTBO Y cdepi UMPPOBUX NIAMUCIB i
CTBOPUTU YMOBU HOPUANYHOTO BU3HAHHSA LMGPOBUX
NiANUCIB Ha HaLiOHaAbHOMY PiBHIi, KEPYHOYMUCb NMOAO-
XEHHSAMMU NPOo GYHKLIOHAABHY €KBIBAAEHTHICTb LUMd-
pOBMX MIANKUCIB, yCTAHOBAEHUMMU cTaTTeto 7 TMnoso-
ro 3akoHy HOHCITPAA «[1po eAeKTPOHHY TOPriBAID»,

ctatteto 6 Tunosoro 3akoHy FOHCITPAA «[1po enek-
TPOHHI nianucu», ctattero 9 KoHBeHUii OpraHisauii
06’epaHaHnx Hauin «[1po BUKOPUCTaHHS €AEKTPO-
HHUX MOBIAOMAEHb Y MDKHApPOAHMX yropax» i crar-
Teto 9 Tunosoro 3akoHy FOCITPAA «[1po eAEKTPOHHI
nepeaaBaHi 3anucu.

3abesneyeHHs1 TPaHCKOPAOHHOCTI HaLLiOHaAbHUX
UMOPOBUX MIAMUCIB Ta EAEKTPOHHWUX AOBIpPUMX MNO-
CAYT 3AIMCHIOETBCA LWASXOM 3aCTOCOBYBaHHA BU3Ha-
HMX Yy CBITi CTAHAQPTIB IAEHTUIKALIMHUX AQHUX K
CKAAAOBUX YaCTUH yKa3aHUX EAEKTPOHHUX MOCAYT.
Hanbinbll BiAOMWMU PAaMKOBUMU AOKYMEHTAMW B
LiM ranysi € Taki:

- ISO/IEC 29115 - CTtpykTypa rapaHTii aBTEHTH-
dikauii 06’ekTa;

- PernameHT Ne 910/2014 €Bponencbkoro Coto-
3y NPO EAEKTPOHHY iAEHTUdIKALLIKO 1 3aCBiAYYBaAbHI
MOCAYIM LLIOAO EAEKTPOHHMX onepali Ha BHYTPILl-
HbOMY PUHKY;

- Draft ISO/IEC 29003 Identity Proofing (ISO/
[EC29003 - TlpoeKkT AOKymMeHTa 3 MepeBipku
CMNPaBXHOCTI iIAEHTUDIKALIMHUX AQHWX);

- NIST SP 800-63-3 Digital Identity Guidelines
(NIST SP 800-63-3 - KepiBHi NpMHUMNKX 3@ LIMPPO-
BUMMU IAEHTUDIKALLIMHUMW AGHUMM).

Ha cyyacHoMmy eTani po3BUTKY MiXXHapPOAHOIO Ta
HauioHaAbHOro npaea y chepi BUKOPUCTAHHA ENEK-
TPOHHWX AOBIpPUYMX MOCAYr i UMbPOBOro MiANMUCY B
TPAHCKOPAOHHOMY PEXMMI HE BPEryAbOBaHOM 3a-
AMLIAETbCS HU3KA NoBanbHKUX NPOHAEM.

lMpobrema TepMiHOAOTiI.

MpobAema noAsirae B TOMY, LLO HaLLiOHAAbHI 3aKOo-
HoAaBCTBa abo MiXHapOAHI 3aKOHOAABYI aKTWU Mic-
TATb CYKYMHICTb MOHATb | BUSHAUYEHb, AKi MakOTb CyT-
TEBI BIAMIHHOCTI. X CKAGAHO OTOTOXHIOBATH, i BOHM
iHKOAM MatOTb HaAMIPHO TEXHIUHWIM Xxapaktep, Lo
YCKAQAHIOE X CMPUMHATTS NPOCTUMMK FPOMaAAHaMM.
HaujoHaAbHi 3akoHOA@BCTBa 3a3BUYal AEKAAPYHOTb
y3araAbHeHi npaBOBi HOPMU YK AETaAI3YHOTb LLIMPO-
K€ KOAO BM3HaYeHb CTOCOBHO BM3HAHHA iIHO3EMHMX
ceptuoikatiB LMOPOBUX MIANUCIB, aA€ BOHU HE Ma-
HOTb NPaKTUUYHMX peanisauin [1].

[Mpobrema 06AIKOBMX AGHMX SIK CKAGAOBOI YacTu-
HU UMGPOBOro MiAnmcy Ta AOBIPYUX MOCAYT.

AK BIAOMO, OAHUMW 3 KAKOUOBMX KOMIMOHEHTIB
UMbpPOBOro MIANUCY € BIAOMOCTI NPO MiAnMcyBaya,
AKI MPUIHATO BBaXaTh UMPPOBUMKU OBAIKOBUMU
AaHUMU. Hapasi XOAHWM 3aKOHOAABYMM aKTOM He
BPEryAbOBaHi MUTaHHA TPAHCKOPAOHHOINO BU3HaH-
HS UMOPOBMX OOAIKOBMX A@HMX, @ came: CTaAWi
CKAaA ODOAIKOBMX AAHMX, XTO MOBWMHEH MPOBOAMTH
Take BU3HAHHA, KOO CTOPOHOK BOHU NMOBUHHI BU-
3HaBaTuCA, AKa MeTa Takoro B3aEMHOIO0 BU3HAHHS,
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AKi XapaKTepHi eAneMeHTU MOBUHHI ByTW HassBHUMU
AASl BBAEMHOIO BM3HAHHS, AKi 0OMEXEHHSI MOXHa
3acTocyBaTtu Mip Yyac B3aEMHOIO BMU3HaHHA. TakoX
nosa Mexamu MNpaBOBOI peryasuii Hapasi 3Haxo-
AMTbCSI MpobAeMa 3aCTOCOBYBaHHSI B3AEMHOIO BU-
3HAHHA IAEHTUDIKALIMHUX AQHUX HOPUAMYHKX OCi6,
UMdPOBUX NPUCTPOIB abo UMPOBUX 06’EKTIB.

[Mpobrema A0BipH A0 EAEKTPOHHMUX MOCAYT i LiMe-
POBUX MIAMMCIB.

MOXAMBICTb 3aNPOBaAAXEHHS TEXHIYHUX MEXaHI3-
MiB 3abe3neyeHHa HaAIMHOCTI AOBIPUMX MOCAYT ic-
HY€E 1 Moxe 6yTh onepaTtMBHO peanidoBaHa. OpHaK
CbOrOAHI BIACYTHI MiXXHApPOAHI NpaBoBi MexaHi3Mu,
AKi rapaHTylOTb MEBHUIM PIBEHb | HOPMUK AOBIPU AO
E€NEKTPOHHUX MOCAYT OAHIET 3i CTOPIH, WO 0OMiHO-
FOTbCSA TAaKMMM MOCAYraMu. Y 6aratbox HalioHaAbHMX
inEHTUOIKAUIMHUX cucTeMax, 30Kpema M B YKpaiHi,
BU3HaueHi Tpu piBHi 3abe3neyeHHs AOBiIpK (3a Npu-
KnapoM E€Bponencbkoro Corosy), Toai Ak y Cnoayue-
HuX LLTaTtax i B AESKUX iHLLIMX KpaiHax BUKOPUCTOBY-
€TbCA YOTUPU PiBHI 3ab6e3neyeHHs AOBIpU.

Mpouecu, npouepypr M TEXHOAOTII, SIKIi BMKO-
PUCTOBYIOTLCA MNOCTaYaAbHUKaMU AOBIPUMX MOCAYT
i ULMOPOBUX NIANUCIB AAS BMAAYI Ta MIATBEPAXKEHHSA
CNPaBXHOCTi iAeHTUDIKALIMHUX OOAIKOBUX AQHMX,
MOXYTb YMHWUTK ICTOTHMIW BNAMB Ha 3abe3neyeHHs
AOBipK A0 BYAb-AKOT onepaLiii 3 AOBIpUMMM NOCAYra-
MW Ta UMPPOBUMM MIAMUCAMM, Y AKIK BUKOPUCTOBY-
HOTbCA Lii 0OAIKOBI AaHi.

lpobAaeMa po3roainy BiANOBIAGABHOCTI Ta PHU3MKIB.

MUTaHHS PO3MOoAIAY BIAMOBIAAABHOCTI M PU3KKIB
4acTo € OCHOBHMMM Bap’epamMm Ha LUASIXY AO BMNPO-
BaAKEHHS] KOMEPLIMHUX EAEKTPOHHMUX AOBIPUMX NO-
cAyr. CHoAM BXOAATb TaKi PU3UKM:

- MOCTayYaAbHUKIB EAEKTPOHHUX AOBIPYMX MOCAYT
Ta yyacHUKIB cuCTeM iaeHTUdIKaui, SKi NoB’A3aHi 3
TUM, LLLO BIAMOBIAGABHICTb, MOKAGAEHA Ha HUX Y paM-
Kax 3aKOHOAABCTBA, € ab0 popmanbHOLO, abo HeOb-
rPYHTOBaHO0, ab0 LUTYYHO 3aBULLEHOLO;

- nocTtavyanbHUKIB AOBIPUMX MOCAYT | yY4aCHMKIB
CUCTEM iAEHTUdIKAUIT, AKi NOB’A3aHi 3 TUM, LWO 3a-
KOHOA@BCTBO € HAATO HEUiTKMM, ABO3HAuYHWM abo
HEBU3HAUYEHUM.

[Mpobrema TpaHCKOPAOHHOI NpaBoBOI iHTEpPONE-
pabeAbHOCTI.

AepxaBu 3 PI3HOIO MPaBOBOK KYALTYPOKO Tpa-
AMUIMHO PO3XOAATbCA B TEXHIUHIM | NpaBOBIiM OLIH-
Ui uMdposoro mianucy. KpaiHu 3aranbHOro npasa
(CLLA, BeankobpuTaHif) He npep’saBASIlOTb 0COOAW-
BUX TEXHIYHUX i HOPUAUYHUX BUMOI A0 UMPPOBOToO
niANucy, a TakoX He BMMaratTb 000B’A3KOBOro
NPOCTaBASIHHA LMGPOBOro MiAMNMCY OAHOYACHO BCi-
Ma yyaCHMKaMW eAEKTPOHHOI AOBIPYOI MOCAYIM UM

E€NEKTPOHHOMO AOKyMeHTa. MpK LbOMY EAEKTPOHHUMI
nianuc mMoxe 6yTU CTBOPEHMI Byab-KUM i 3a Byab-
KOl TEXHOAOTI. Y pOMaHO-repMaHCbKUX MNpaBo-
BMX cucTeMax (nepeBaXxHO B KpaiHax €sponu), Ae
npaBoOBa AOKTPMHA TPaAAMLIMHO BiairpaBana iCTOTHY
POAb, CKAAAACS iHLWA KOHLUEMLUIA ULMPPOBOro nianu-
cy. BoHa cnpuimaeTtbes K dakT 0CTaTouHOro Bupa-
XEHHS AYMKW CTOPiH, HAAaHHS AOKYMEHTY Xapakre-
py HOPUAMYHO 3HAUMMOTO, a TaKOX Ma€e AOCTaTHbO
BUBaXeHWM Niaxia A0 3abesneveHHs iHTeponepa-
6€AbHOCTI TEXHOAOTIN LMPPOBMX MIAMUCIB Ta EAeK-
TPOHHMX AOBIPYMX MOCAYT.

[3 MeTol BUPpILLEHHA BKasaHWx npobaem Pobo-
yoto rpynoto IV Kowmicii 3a yuacTio 6aratbox KpaiH
CBITY BUBYAIOTbCSA NEPCNEKTUBM NPABOBOI0O PEryAHO-
BaHHS BM3HAHHS TPAHCKOPAOHHUX AOBIPYMX MOCAYT
i UMPPOBMX MIAMKUCIB LUASXOM PO3PODOAEHHS 3aranb-
HUX, CTaHAQPTU30BAHUX MDKHAPOAHMX MPaBOBMX
akTiB. Y cBoin pisabHOCTi UNCITRAL nAaHye BUBUMTH
AOCBIA KIABKOX MPOEKTIB Y chepi EAEKTPOHHUX AOBIpP-
UYMX NOCAYT:

- EBponencbkoi Kowmicii, PernameHty €sponen-
cbkoro MapaameHTy Ta Paam (EC) Ne 910/2014 Bia
23 mmnHA 2014 p. Npo EAEKTPOHHY iAEHTUdIKaLO
Ta AOBIpYI MOCAYTM AAA EAEKTPOHHMX TPaH3aKLUiK y
MeXax BHYTPILLHbOIro PUHKY Ta Mpo ckacyBaHHA AK-
pektneu 1999/93/€C;

- €Bpasincbkoro eKOHOMIYHOro cotosy, AoroBo-
py Npo €BPasiMcCbKnii EKOHOMIYHWI coto3 | KoHuen-
Lit0 BMKOPUCTAHHSA MOCAYTr i HOPUAMYHO 3HAUMMMX
ENEKTPOHHUX AOKYMEHTIB Yy MiXAEPXaBHIN iHpopma-
LiMHIN B3AEMOAI;

- AS3iNCbKO-TUXOOKEAHCbKOro perioHy, naHasi-
MCbKOro aAbsIHCY 3@ PO3BUTOK EAEKTPOHHOI TOPTiBAI.

Takox Pobouoto rpynoto IV BUBUAKOTbCA MiXHa-
POAHI AOKYMEHTM, CrpsMOBaHi Ha 3abesnevyeHHs
B3AEMHOIO BM3HAHHA TPaHCHAaLiOHAAbHUX MNpaBo-
BUX HACAIAKIB y manepoBOMY CEPeAOBMLLI, Taki fK
KOHBeHLs, WO CKacoBye BMMOTY Aeraaisauii iHO-
3eMHUX OILIMHUX AOKYMEHTIB «KOHBEHLIA MNpo
anoctmab» (faara, 5 xoBTHA 1961 p.) i [MPOTOKOA
Npo EAMHUM MOPSAAOK AiM 3@ AOPYYEHHAM, LIO BU-
KOHYIOTbCA 3a KOPAOHOM (BalMWHITOH, 17 AKOTOro
1940 p.), AKi MOXYTb MiCTUTU BIANOBIAHI PEKOMEH-
AaUii LOAO MiHIMAAbHUX EAEMEHTIB AAA TPAHCKOP-
AOHHOTO B3aEMHOIO BU3HAHHA AOBIPYMUX MOCAYT.

3BaxatounM Ha OTPMMaHWK MPaKTUYHUI AOCBIA
BUKOPUCTAHHA HaLUiOHAAbHUX | TPaHCKOPAOHHMUX
E€AEKTPOHHUX AO0BipuMx nocayr, KOHCITPAA po3aras-
AA€E HU3KY MPaBOBMX MeXaHi3MiB AAA 3abe3neyeH-
HS FOPUAMYHOTO BU3HAHHA LUMOPOBUX MIAMKUCIB, AKi
6a3yroTbCA Ha ABOX AOKTPUHAABbHMX TAYMaueHHSX
npasa:
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1) He BCi uMpPOBI NIANUCK € Pe3yALTaTOM HaAaH-
HA EAEKTPOHHUX AOBIPYMUX MOCAYT, i TAKUMWU MOXYTb
BBaXaTUCS TiIAbKU Ti, SIKi BUMaAratoTb yuyacTi TPeTbOi
CTOPOHM, LLLO HApAa€E EAEKTPOHHI AOBIPYi MOCAYTM UK
3AIMCHIOE iX BEpPUDIKaLHO;

2)yci UMOPOBI NIANUCKU € Pe3yAbTaTOM HaAaHHS
ENEKTPOHHUX AOBIPUMX MOCAYT.

OCKiAbKM Yy CBITi € pi3Hi BaueHHs WOoAO HEOOXiA-
HUX PIBHIB 6€3NeKn eNeKTPOHHUX AOBIPUMX MOCAYT,
TO AASl Y3TOAXKEHHS 3araAbHOI MO3MLT LLOAO LIbOrO
MUTaHHSA 3aMpPONOHOBAHO PO3MAAHYTU M YCTAHOBUTU
NpPUHaMMHI ABa PiBHi:

- HekBaAidiKoBaHi @AeKTPOHHI AOBIpUi MOCAYTH;

- KBaAidiKOBaHi eAeKTPOHHI AOBIpPYi MOCAYTHU.

Buxopsun 3i BKasaHMX piBHIB OE3MNeKn enekTpo-
HHMX AOBIPUMX MOCAYT, PI3HATBLCSA i iX NPABOBI HACAIAKK:

a) AKLWO eAeKTPOHHa AOBiIpYa NocAyra He € KBa-
AidikoBaHO, TO MPaBOBI HACAIAKM 0OMEXYHTbCS
NMOAOXEHHAMMK NPO HEAUCKPUMIHALLiKO;

6) AKLIO eNeKTPOHHA AOBipYa MOCAyra € KBaAi-
¢dikoBaHOO, TO MNPaBOBI HACAIAKM ByAyTb BKAHOUATK
acUMIAALiKO, NPEe3yMNLUIt0, NepeHeCeHHs TAraps Ao-
BEAEHHSA Ha iHLLY CTOPOHY.

AAst BUpiLLEHHA NpobAeM YyHidbikauii TepMiHOAO-
rii, 3BMEHLLEHHS TEXHIYHOTO CKAAAHMKA W MOKPaLLEH-
HS cnpuiHATTA FOHCITPAA, y aKkocTi pAediHiuin anq
06roBOPEHHA M Y3rOAXEHHS, NMPOMOHYE PO3TASHYTH
TakUM (HEBUYEPMNHUIN) NEPEAIK NOHSATb | BU3HAYEHD:

- ENEKTPOHHa ipeHTUdIKalia o3Hayae npouec
BUKOPUCTAHHA O0COOUCTUX iAEHTUDIKALIMHUX AQHUX
B EAEKTPOHHOMY BUTASIAI, LLLO AO3BOASIKOTb OTPUMATH
OAHO3HauyHE YABAEHHA MpPo GI3UUHY UM FOPUAUYHY
ocoby abo X npo ¢i3nuHy ocoby, WO NPEeACTaBAAE
FOPUANYUHY 0CObY;

- 3ac0bu eneKTPOHHOI ianeHTMIKaLIT 03HauYaroTb
MatepiaAbHUIM Ta/abo HematepianbHUN OAOK, KUK
MiCTUTb OCOBUCTI inEHTUdIKALINHI AaHi 1 BUKOPUCTO-
BYETbCS AASl @BTEHTMOIKALIT B HAAQHHI NOCAYTU B pe-
XUMi OHAGWH;

- 0cobUCTi ineHTUdIKALMHI AaHI 03HAYatoTb Ha-
6ip AQHMX, LLO AO3BOASIOTb iAEHTUdIKYBATH Bi3UUHY
yu toPUANUHY 0coby abo X disnuHy ocoby, Lo npea-
CTaBASIE OPUANYHY 0Ccoby;

- aBTEHTUOIKALA - EeAEKTPOHHWM MPOLEC, AKWK
AO3BOASIE BUPOOAATM EAEKTPOHHY iaeHTUIKALO bi-
3MYHOI UM tOPUAMUHOI 0coBM abo X MIATBEPAXKEHHS
MOXOAKEHHS Ta LIIAICHOCTI AAHMX B EAEKTPOHHIN GopMi;

- AOBipYa NoCAyra - Lie eAeKTPOHHa MocAyra (3a-
3BMYal HAAAETbCA 3a BMHAropoAy), fAka BKAKOYAE
Take:

a) CTBOPEHHSA, NepeBipKy Ta NIATBEPAXKEHHA AO-
CTOBIPHOCTI EAEKTPOHHUX MIAMUCIB, EAEKTPOHHUX
neyaTtok abo NPOCTaBASIHHA €AEKTPOHHOI NMO3HAUYKK

yacy, eAeKTPOHHY PEECTpaLito AOCTaBKM M BUAAYY
cepTndikartis, NOB'A3aHUX i3 HUMU NOCAYT;

6) CTBOPEHHS, NEPEBIPKY Ta MIATBEPAXKEHHSA AO-
CTOBIPHOCTI CepTUdIKaTIB, LLLO 3aCBiAUYHOTb AOCTOBIP-
HicTb BEB-calTy;

B) 306epeXeHHs EAEKTPOHHMX MIANWCIB, NeyaTok
abo ceptndikaTiB, NOB’A3aHMX i3 HUMU MOCAYT;

- KBaAidikoBaHa AOBipYa nocayra - Le AOBipya
nocAyra, sika BIAMOBIAGE YMHHUM BMMOram, 3akpi-
NMAEHUM Yy TEKCTI (KOHBEHLIiS, TUNMOBUIM 3aKOH, MEMO-
paHAym);

- eNeKTPOHHMI MIAMMC 03HAYAE AaHi B EAEKTPO-
HHIiM GOpPMI, AKi AOAAOTLCA AO IHLIUX AQHUX B EAEK-
TPOHHIN $popMi abo AOTiUHO NOB’sA3aHI 3 HUMMU 11 BU-
KOPUWCTOBYOTLCS MIAMMCYBAYEM AN MIAMMCAHHS;

- nianucyBay - Ue ¢isryHa ocoba, aka CTBOPHOE
N BUKOPUCTOBYE EAEKTPOHHMWI MIAMKUC;

- EAEKTPOHHa MnevaTka 03Ha4Ya€ AaHi B EAEKTPO-
HHIi GOpPMI, AKi AOAAOTLCA AO IHLIUX AQHUX B EAEK-
TPOHHI GOPMi UM AOTIYHO MOB’AI3aHiI 3 HUMUK 3 Me-
TOIO MIATBEPAXKEHHS X MOXOAXEHHS Ta LiAiICHOCTI;

- MOCAyra 3 eNeKTPOHHOI peecTpauii - ue no-
CAyra, fika AO3BOASIE NepepaBaTh AaHi MiX TpeTiMu
CTOpOHaMK 3a AOMOMOIOK EAEKTPOHHMX 3acobiB i
€ AOKA30M LLIOAO 06POBAEHHST AGHUX AAS Mepeaaui,
30KpeMa AOKa30M BIiAMPABAEHHS 1 OTPUMAaHHS Aa-
HUX, | Ka 3axuLLUAE AaHi, WO nepeparoTbca Bip pu-
3MKy BTPaTH, PO3KPaAAAHHS, MOLLIKOAXKEHHS YK ByAb-
AKOI HECAHKLIOHOBAHOI 3MiHW;

- cepTidikar, WO 3acBipUYE CNpPaBXHICTb
Beb-caiTy, 03Haya€e CBIAOLTBO, fKe AO3BOASE 3a-
CBIAUUTM cnpaBXHICTb Beb-canTy W nNpuB’a3lye Beb-
canT A0 GiBUUHOT UM FOPUAMYUHOT 0COOU, AKIN BUAQHO
ceptuodikar;

- EAEKTPOHHMUM AOKYMEHTOM Moxe 6yTu Byab-
AKUIN KOHTEHT, AKMI 36epiraeTtbCA B EAEKTPOHHIN
dopmi, 30kpema TekcT abo 3BYKOBUM CUTHAA, Bineo-
UKW aypioBi3yaAbHi 3anuncu;

- MIATBEPAXEHHS aBTEHTUMYHOCTI O3Ha4yae Mpo-
Lilec NepeBipKu Ta MNIATBEPAXKEHHSA TOrO, LLLO EAEKTPO-
HHWK NianMc abo nevatka € AincHUMK [2].

CooropHi B HOHCITPAA dopmyeTbcs 3aranbHe
YABAEHHA BUPIiLWEHHSA NPOBAEMM TPAHCKOPAOHHOMO
BU3HAHHA IHO3EMHUX LUMOPOBUX MIAMUCIB Ta EAEK-
TPOHHMX AOBIPUMX MOCAYT Ha OCHOBI YMOBU 3aCTOCY-
BaHHSA xo4a 6 OAHOrO 3 AOKTPUHAAbHMX TAYMAU€eHb i
HasiBHOCTI ABOX PiBHiB 6e3neku.

Y pasi AOTpMMaHHSA 3a3HauyeHMX YMOB MOXHa
BCTAHOBWUTWU EAMHWIM MPUHLIMN B3AEMHOIO TPAHCKOP-
AOHHOIO BU3HAHHS AASI EAEKTPOHHMX AOBIPYMX MOCAYT,
LLIO MatOTb OAHAKOBUI piBeEHb He3neku. Y Lubomy pasi
AASL BCiX MocTavyanbHUKIB Byae BCTAHOBAEHA 3araib-
Ha BMMoOra LWOAO 6e3nekn MopiBHAHO 3i CTyNneHem
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pU3NKy. AAst 3abe3neveHHs BUCOKOro PiBHA HaAil-
HocTi/6e3neku ByayTb nepepbaveHi ocobAnBi BUMOMU
AO KBaAiQiKOBaHMX NOCTa4YaAbHUKIB AOBIPUMX MOCAYT
i AO CaMMX EAEKTPOHHUX KBaAiQiKOBaHUX AOBIpUMX
MOCAYT, fIKi BOHWM HapatoTb. [1paBOBUI peXUM BiANO-
BiA@ABHOCTI ByAe 3anexaTy Bip TOro, UM € NnocTayanb-
HUK EAEKTPOHHMX AOBIPUMX MOCAYT KBaAipikoBaHUM,
UM Hi. TakoX MAAHYETbCS BCTAHOBUTU MPE3YMIILIIO,
Ha MNIACTaBI SIKOT MOBUHHI AOTPUMYBATUCA 00’EKTUBHI
KpuTepii, WO BU3HaYatoTb PiBHI 3abe3neyeHHa 6e3-
NeKK, a TakoX IOPUANYHI BUMOTM A0 NOCTaYaAbHUKa,
AKUA MOBWMHEH BIAMOBIAATU TEXHIYHUM CTaHAAPTaM,
BM3HAYEHWM MiDKHAPOAHUM OpPraHoMm.

OcTaHHIM YacoM NUTaHHIO KOPUANYHOTO BU3HAH-
HSA TPA@HCKOPAOHHUX AOBIPUMX MOCAYT MPUAIASETHCA
pocTaTHA yBara. Okpemi Kpaiim — uneHn KOHCITPAA
iHiLjaTMBHO 3amnponoHyBaAW HWU3KY LiKaBUX MpaBo-
BMX PillEHb CTOCOBHO BW3HAHHS E€AEKTPOHHWUX AO-
BipYMX MOCAYT Y TPAHCKOPAOHHOMY PEXUMI.

Tak, Pociricbkoo ®depepauieto 3anponoHoBa-
HO NPOEKT «YAOCKOHAAEHHSI CUCTEMMU YNpPaBAiIHHA
INEHTUDIKALUIMHUMUM AQHUMM MiA YaC BUKOPUCTAHHSA
TPaAHCKOPAOHHOIO NPOCTOPY AOBIPY 1 3aranbHOI iH®-
pPacTpyKTypu AOBIpM B 3aCTOCyBaHHi AO TPaHCKOp-
AOHHWX EAEKTPOHHUX KOMEPLiMHMUX yroa». B ocHOBI
NPOEKTY 3aKAAAEHaA MOAEAb, SIka BU3HayeHa B Mo-
AEABHOMY 3aKOoHi «[1po TPAHCKOPAOHHUI iHdopMma-
LiMHUIA OOMIH EAEKTPOHHUMWU AOKYMEHTaMM», STKUI
po3pobaeHo 25 aucTonapa 2016 p. i 3aTBEPAXKEHO
MixnapAraMeHTCbkoto ACaMbAEErd AepXaB - y4yac-
HUUb CniBAPYXXHOCTI HE3aAEXHUX AepxXaB. 3rigHo 3
NPOEKTOM MPOMOHYETLCA CTBOPUTU Baratoknactep-
HUN BEPTUKAAbHO IHTEPOBAHMUI «TPAHCKOPAOHHWI
NPOCTip AOBIpW», KU MaTUMe TPU PiBHI EAeKTPO-
HHUX AOBipYMX NocAyr (6a30BWK, cepeaHil, BUCO-
KUI). Knactep MoXe Matu €EAMHWUIA MiXHapPOAHWM
PETrYAATOP, PEFYAATOPU MiXAEPXKABHUX COKO3IB | Ha-
LLiOHaAbHI PEryAaTopu LMGpPoOBUX AOBIPUMX MOCAYT i
uMdpoBKX NiaANKCiB. Takox nepepbavaeTbea 3anpo-
BaAWTM MPaBOBI PiBHI peryAsuii LMGpPoBUX AOBIPUMX
MOCAYr Ha OAHO- abo HaraToAOMEHHI OCHOBI i3 3a-
AYYEHHAM TPETbOI HE3aAEXHOI AOBIPYOI CTOPOHMU,
a TakoX YHidikaLito MiXHApPOAHOI Ta HalLiOHAAbHMX
HopmaTMBHUX 6a3 [3; 6].

Hatomicte CnoayueHi LLtat AMepunku BBaxkatoTb
3a HeobxiaAHe B HAMOAMXKUIM NepCneKTUBI PO3TASIHY-
™ TeMy HOPUAMYHOIO BU3HAHHSA iAEHTUOIKaLIMHOT
iHbopMaLi, Lo NpoKLAa aBTEHTUdIKaLO Y 3B’A3KY
3 KoMepLiHot onepauieto. Takox CLUA BBaxatoTb
3a AOLIAbHE KOHKPETU3yBaTh AEDiHILItO «tOPUANYHE
BU3HAHHSA», @ CaMe: IKy MeTY NePeCAIAYE FOPUANUHE
BM3HAHHSA, AKi € NPaBOBi BUMOTU AASI MOFO OTPUMaAH-
HSl, XTO 3abe3neuye PUAMUYHE BU3HAHHS, i3 KO

METOK MPOBOAMTBCA OPUAMUHE BU3HAHHSA, AKUK
B3AEMO3B’A30K MK HOPUAUYHUM BU3HAHHAM i 3a-
KOHOA@BCTBOM, LLO nepepbayae Ty um iHwy dopmy
iAeHTHMOIKaUIT, AK IOPUAMYHE BU3HAHHA 3aCTOCOBY-
€TbCS AO IAEHTUIKALIMHUX AQHMX FOPUAMUYHKX OCIO,
NpPUCTPOiB abo LUMdPOBKX 06’ EKTIB.

Mpono3uuii ABcTpii, beabrii, ITanii, CnoAyyeHoro
KoponiBctBa BeAnkobpuTtaHii Ta EBpPONencbKoro
Coro3y CTOCYHOTbCH MOXAMBOCTI BCTAHOBAEHHS y3ro-
MKEHUX PIBHIB 6e3nekun, Aki 3abesneuytoTbes 3a
AOMOMOIOK AOBIPUMX MOCAYT: MEPLUUIA PIBEHb — i3
3aCTOCYBaHHSIM HEKBaAiGiKOBaHMX AOBIPUMX MOCAYT,
a APYrMi piBeHb - i3 BUKOPUCTAHHAM KBaAidikoBa-
HMX AOBIPYMX MOCAYT. 3a APYrMM PiBHEM MPaBOBi Ha-
CAIAKM BYAYTb BKAKOUATU acUMMIASILILO, NPe3yMnLito,
NepeHECEHHA TArapa AOBEAEHHS Ha iHLY CTOPOHY.
TakoX NPOMOHYETbCA 3acTocyBaTW MPUHLMN B3a-
€MHOr0 TPAaHCKOPAOHHOTO BM3HAHHS AAA AOBIpUMX
MOCAYT, IO MaroTb OAHAKOBWW piBeHb 6e3nekw, i
3acTocyBaTv NPaBOBUI PEXUM BiAMOBIAAABHOCTI AO
KBaAipikoBaHWX MNOCTa4YaAbHUKIB AOBIPUMX MOCAYT,
AKLLO NMOoCTa4yaAbHUK BIAMOBIAGE TEXHIYHUM CTaHAAP-
Tam, BUSHAYEHUM MiXXHAPOAHUM OpraHom [4].

LiikaBoto € nponosuuis Pecnybaikv IHAiS, wWo
FPYHTYETbCA Ha NMOAOXEHHAX cTaTTi 19 3akoHy «[1po
iHpopMaLjiMHi TexXHOAOTII», NpukHATOro y 2008 p. B
[HAIT. LlIuM 3aKOHOM MPU3HAYAETLCA CheLliaAbHUN
opraH («KOHTpoAep»), Ha KU MOKAAAEHI NpaBa 1
060B’A3KM 3AIMCHIOBATU BU3HAHHA IHO3EMHUX cep-
TMoIKaTiB ULMDPOBUX NIAMUCIB 3@ TaKUM aATOPUTMOM:

1) 3 ypaxyBaHHAM Takux yMOB i oOMexeHb, fKi
MOXYTb 6yTW BKa3aHi B HOPMaTUBHUX MOAOXEHHSIX,
KoHTpoAep 3a nonepeaHiM AO3BOAOM LEEHTPAAbHO-
ro ypaay 1 3a Aonomoroto nybaikauii noBiAOMAEHHSA
B OQiLiMHOMY BiICHUKY MOXe BWM3HaBaTU ByAb-AKWK
iHO3eMHWI OpraH cepTUdikaLii B AKOCTi «opraHa, o
cepTudikye», AAS LLIAEN LbOTO 3aKOHY;

2) SKLLO TOW UM iHWKK opraH cepTudikalii Bu-
3HAETbCA BIAMOBIAHO AO MYHKTY 1, TO BUAAHUWK Ta-
KMM opraHoOM cepTtudikaT eneKTPOHHOro MiANUCY €
AIMCHUM AAS LA LUbOro 3aKOHY;

3) AKLLO KOHTPOAEP NEPECBIAYYETLCA B TOMY, LLO
TOM UM iHWIKWIM opraH cepTrdikaLii NopyLMB Byab-aKy
3 yMOB ab0 0OMeXeHb, AOTPUMAHHST AKUX AO3BOAU-
AO MOMY OTPMMAaTW BU3HAHHSA 3rAHO 3 MyHKTOM 1,
TO BiH MOXE CKacyBaTW Take BU3HaHHSA 3 MPUYMH,
LLLO MOBWMHHI BYTU BUKAAAEHI B MUCbMOBOMY BUIASIAI,
LIASIXOM MNy6AiKaLii BiANOBIAHOTO MOBIAOMAEHHA B
O0QiLIMHOMY BiCHMKY.

YKpaiHa fK aKTMBHWUK YAEH CBITOBOro npouecy
uMdpoBi3aLii 3AIMCHIOE MEBHI KPOKU B HaMpsiMKy
OCy4YaCHEHHSI 3aKOHOA@BCTBa B ranysi LMGpPOBO-
ro nianucy ta AOBIPYMX MOCAYT, TOMY 3anpoBaAuAa
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HOBWIM 3aKkoH YKpaiHu «[1p0 eAeKTPOHHI AOBipYi No-
CAyru». 3a iHiuiateu MiHicTepcTBa toCTULT YKpaiHu
Ta 3 MEeTO0 rapMoHi3aLii BUMor y cdhepi po3BUTKY
M 3abesnevyeHHs iHTeponepabeAbHOCTi CUCTEMMU
E€NEKTPOHHOIO LMGPOBOrO MIANUCY MPUMHATO Ha-
LiOHaAbHI €BPOMNENCbKI Ta MiXXHAPOAHI CTaHAApPTH
(89 HOpMATUBHUX AOKYMEHTIB), O perrnaMeHTYTb
HanbiAbLL NOLLIMPEHI Y CBITi KpunTorpadiuHi aAropuT-
MU Ta NPOTOKOAU, Taki sk KCDSA, ECDSA, EC KCDSA
Ta EC-GDSA. Takox npotarom 2014 p. NpUNHATO
ABa HauUioHaAbHUX cTaHpaptui: ACTY 7624:2014
«lHbopMaLinHi TEXHOAOTIT. KpnntorpadivyHmn 3axmct
iHpopmaLii. AArOPUTM CUMETPUYHOIO OAOKOBOIO
neperBopeHHs» Ta ACTY 7564:2014 «HdopmaLin-
Hi TexHoAorii. KpunTorpadiuHuii 3axmcTt iHpopmaLii.
QyHKLUiA xelyBaHHSA» HA aArOPUTM CUMETPUUYHOIO
6AOKOBOr0 MEPETBOPEHHSI Ta Ha dYHKLUIT xelyBaH-
HA. MiHiCTepCTBOM HOCTULT YKpaiHU CMiAbHO 3 AAMI-
HiCTpaUiE0 AepXXaBHOIo 3B’A3KY Ta 3axUCTy iHGOp-
Maluii YKpaiHn BupaHo Hakas Ne 1017/5/206 Bip
29.03.2017 p. woA0 3acTtocyBaHHA B YKpaiHi MiX-
HapPOAHMX anropuTMiB Kpnnto3axmcty RSA Ta ECDSA
3 METOK HaAaHHS eAEKTPOHHMUX MOCAYr BiAMOBIAHO
AO 3akoHy «[1p0 eNEKTPOHHI AOBIpYi MOCAyru» Ta 3a-
NPOBAAXEHHS Cy4YaCHWX MEXaHiI3MIiB E€AEKTPOHHOI
ineHTHoIKauii Mobile ID [5].

BUCHOBKU 3 AOCAIAKEHHSI Ta MEpPCNneKTUBU Mo-
AAAbLLMX PO3BIAOK Y LbOMY HanpsiMi. BsaevHe Bu-
3HaHHA CTaHAAQpPTIB, cUCTEM LMGPOBOro Mianucy Ta
CTPYKTYP €AEKTPOHHUX AOBIpPUYMX MOCAYr AO3BOAUTbL
KOpUCTyBaY4EBi AOBECTU CBOK IAEHTUYHICTb | OTpK-
MaTu HaAIMHY eAEKTPOHHY NOCAYTY B ByAb-AKiM TouLi
3EeMHOI KyAi, @ MiXXHapoAHa ianeHTUdIKaLiMHa cucTe-

Ma B Ui cdepi MycuTb 3abe3neunT AOBIPY AO KO-
PUCTYBaYiB i MOCAYT.

CboroaHi € 6e3AiY HaUiOHaAbHUX | perioHaAbHMX
KOHLIEMUiW i iHiLiaTMB y cdepi AOBIpUMX MOCAYT, AKi
BXe AOCWUTb A0Bpe onpalboBaHi. BOoHM A03BOAAIOTH
BUSIBUTU BIANOBIAHI NPOBAEMU W MOXYTb CAYXUTU
6a30t0 AAS PO3POOAEHHA HAAEXHMX MPaBOBUX pa-
MOK Ha MiXXHapOAHOMY PiBHI, IKi MOXHa NepeHecTn
B Pi3Hi HAsABHI NpaBOBi CUCTEMM.

MixHapoaHE NpaBoOBE MOAE HacUYeHe TepMiHa-
MW, OAHAK TEPMIHU «TPAHCKOPAHOHHICTb», «<FOPUANY-
He BWM3HAHHSA», «TPAHCKOPAOHHE BM3HAHHA LMOPO-
BOro MIAMUCY», «TPAHCKOPAOHHI €AEKTPOHHI AOBIpYi
MOCAYrM» HE MalTb EAMHOIO TAYyMadyeHHs. Lle cTBo-
PIOE MPobAEMU MIKAEPXABHOI apanTtauii pisHMUX
FOPUCAMKLIN Y cdepi UMPPOBOTo MiAMUCY.

Po6ouoto rpynoto IV Komicii OOH i3 MixHapoaHo-
ro TopriBeAbHOro npasa MiXXHapOAHOI TOProBoi na-
AaTU | EBponencbkoi ekoHoMiIUYHOT komicii UNCITRAL
3AIMCHIOKOTBCA 3aX0AM, CMPSIMOBAHI HA CTBOPEHHSA
3araAbHOI MPaBOBOi OCHOBMU, IKa 3aCTOCOBYETbCA AO
E€AEKTPOHHUX AOBIPUMX MOCAYT i LMPPOBUX MIANKUCIB,
BKAKOUYAOUYM BIANOBIAHI MOAOXEHHSA, CNPSAMOBaHIi Ha
PO3BUTOK MiXKHAPOAHOI TPAHCKOPAOHHOI onepaTus-
HOI B3AEMOAIT B MPaBOBIli | TEXHIUHIM rany3six.

3Baxatouu Ha CyTTEBI MO3UTUBHI KPOKW, HAABHUM
MraHTCbKUIM HAyKOBO-TEXHIUYHWI | MPABOBUIA MOTEHLI-
an, YkpaiHa Ma€ peanbHy NepcnektuBy ctati OAHUM
i3 AipepiB cepep kpaiH — uaeHiB KOHCITPAA woao yya-
CTi B 3araAbHOCBITOBOMY MPOLECI MPaBOBOro BrNoOpsiA-
KyBaHHSI chepu UMPPOBOro MIANUCY M EeAEKTPOHHUX
AOBIPUMX MOCAYT, @ caMe B PO3POOAEHHI Ta CTBOPEHHI
MeXaHi3MiB X TPaHCKOPAOHHOIO BU3HAHHS.
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CboroaHi B KOHCITPAA ¢opMy€eTbCA 3aranbHe YSBAEHHS BUPILLEHHSA NPOBAEMU TPAHCKOPAOHHOIO BM3HAHHS iHO-
3eMHUX LUMPPOBUX MIAMUCIB Ta EAEKTPOHHMX AOBIPUMX MOCAYr HA OCHOBI YMOBM 3aCTOCyBaHHA xo4ya 6 OAHOMO 3 AOK-
TPMHAAbHMX TAYMadeHb i HasiBHOCTI ABOX piBHIB 6e3nekun. OnpauboBaHo nponosuuito Pociicbkoi ®eapepalii woao
3anpoBaAXEHHA NPOEKTY «BAOCKOHAAEHHA CUCTEMM YNPABAIHHA iAEHTUIKALIMHUMW AQHUMU MiA Yac BUKOPWUCTaHHSA
TPaHCKOPAOHHOIO MPOCTOPY AOBIPU M 3araAbHOI iIHPPACTPYKTYPU AOBIPKU B 3aCTOCYBaHHI AO TP@HCKOPAOHHMX EAEKTPO-
HHUX KOMEPLLIMHMX YrOA.

BuBueHo nponosuuii ABcTpii, Beabrii, Itanii, CnoayyeHoro KopoaisctBa BeankobputaHii Ta €Bponeicbkoro Cotosy
CTOCOBHO MOXAMBOCTi BCTAHOBAEHHS! Y3roAXEHMX PiBHIB 6€3neku, siki 3a6e3neuytoTbes 3a AONOMOror AOBIPUMX MOCAYT,
i piBHIB NpaBOBMX HACAIAKIB. TAKOX PO3rASIHYTO MPOMO3MLIi LLOAO 3aCTOCYBaHHA NPUHLMMNIB B3AEMHOIO TPAHCKOPAOH-
HOro BU3HAHHSA AAA AOBIPUMX MOCAYT, LLLO MatoTb OAHAKOBMI piBEHb 6E3MNEKH, | 3aCTOCYBaHHSI MPaABOBOIo PEXMMY BiAMNO-
BiAGABHOCTI AA KBAAihIKOBAHMX NOCTAYaAbHUKIB AOBIPUMX NMOCAYT. Y3araAbHEHO NPOBAEMM TPAHCKOPAOHHOTO BUKOPHU-
CTaHHS ULMPPOBUX NIAMMCIB Ta EAEKTPOHHMX AOBIPUMX MOCAYT, MPUTAMaHHI KpaiHaMm i3 Pi3HOH FOPUCAMKLIEKD. AOCAIAKEHI
NepcneKTMBHI HAaNPSAMK MiXXAEPXaBHOIO BperyAtoBaHHs chepu LMPOBUX MIAMKUCIB Ta EAEKTPOHHUX AOBIPUYMX MOCAYT Ha
OCHOBI NMPUKAAAIB | MPOMO3ULIA OKPEMMX KpPaiH.

KarovoBi croBa: UMGPOBUIM MIAMUC, EAEKTPOHHI AOBIpYi MOCAYTM, TPAHCKOPAOHHUI PEXUM EAEKTPOHHUX AOBIpUMX
MOCAYT, BU3HAHHS iIHO3EMHUX CepTUdIKaTIiB ULMOPOBUX MIAMUCIB.

KocTeHko Anekcelt BhnapumupoBuu, KocteHko Buktopua BrnapumupoBHa

nyTMi PA3BUTUA NPABOBOI0O PEFY\MPOBAHUA  3SAEKTPOHHbIX AOBEPUTEAbHbLIX  YCAYT
B MEXKAYHAPOAHbBIX AKTAX UNCITRAL

B cTaTtbe NnpoaHaAM3npoBaH 3aKOHOAATEALHbIV OMbIT MPABOBOrO PErYAMPOBaHUS 06LLLECTBEHHbIX OTHOLLIEHWI B Che-
pe uMdpPOBON MOANMUCHU U INEKTPOHHbBIX AOBEPUTEABHBIX YCAYT Komuccnn OOH no mexayHapoAHOMY TOProBOMY MpaBy
MexayHapOAHOW TOProBol nanatbl U EBponenckon akoHomuveckon kommnccum UNCITRAL. M3yuatotca nepcnexktuBbl
NpPaBOBOro PEryAMPOBaHUS NPU3HAHUA TPAHCTPaHUYHbBIX AOBEPUTEABHBIX YCAYT LMGPOBBIX MOANUCEN NyTeM pa3paboT-
KM 06LLMX, CTAaHAAPTU3MPOBAHHbIX MEXAYHAPOAHbIX NPaBoBbIXx akToB Pabouewn rpynnoi IV Komucecun, a takxe npu
y4acTUK MHOTUX cTpaH Mmupa. Ha ceropHs B FOHCUTPAA dopmupyetca obliee npeacTaBAEHWE PeLLeHUst NPobAeMbl
TPa@HCTPaHWYHOTO NPU3HAHUA MHOCTPAHHBIX LMPPOBbLIX MOANMCEN U SAEKTPOHHbBIX AOBEPUTEABHbIX YCAYT Ha OCHOBE YC-
AOBWA MPUMEHEHUS XOTS Obl OAHOTO U3 AOKTPUHAABHbIX TOAKOBAHWI U HaAMUMSI ABYX YPOBHEN Be3onacHocTu. M3yueHo
npeanoxeHne Poccuickon ®epepaumm o0 BBEAEHWUM NpoekTa «COBEPLLIEHCTBOBAHWE CUCTEMbI YPABAEHUA UAEHTUDU-
KaLMOHHbIMW AQHHBIMW MPW UCMOAb30BaHUM TPAHCTPAHWUYHOIO NPOCTPaHCTBA AOBEPUS U 00LLIEN MHPPACTPYKTYPbI AO-
BEpPUA B NPUMEHEHUMN K TPAHCTPAHMUUYHbBIM SAEKTPOHHBIM KOMMEPUYECKNX CAEAKaM». M3yueHbl NPEANOXEHUA ABCTPUM,
Benbrun, Utanmn, CoepmHeHHoro Koponesctea Beankobputanun u EBponeiickoro Coto3a 0THOCUTEABHO BO3MOXHOCTH
YCTAHOBAEHUSA COrAACOBaHHbIX ypOBHEN 6e30MacHOCTH, KOTOpble 06ecneunBatoTcsa ¢ MOMOLLbIO AOBEPUTEABHbIX YCAYT U1
YPOBHEN NPaBOBbIX MOCAEACTBUI. TakXXe PacCMOTPEHbI MPEANOXKEHNUS MO NPUMEHEHUIO MPUHLMNOB B3AaUMHOIO TpaHC-
rPaHUYHOrO NMPU3HAHWUA AN AOBEPUTEABHbIX YCAYT, UMEIOLLIMX OAMHAKOBBIM YPOBEHb 6E€30MacHOCTU, U MPUMEHEHUIO
NpPaBOBOro pexuma OTBETCTBEHHOCTU AAS KBAAMOULMPOBAHHbLIX MOCTABLLUMKOB AOBEPUTEAbHbIX YCAYT. OcCyLLEeCTBAEH
0630p NPOBAEMbBI TPAHCTPAHUYHOTO MCMOAB30BAHMA LMPPOBBIX MOAMMUCEN U IAEKTPOHHbIX AOBEPUTEABHbIX YCAYT, MPU-
CYLUMX CTpaHaM C pasHOM pucAnKUMen. MccanepoBaHbl MEPCNEKTUBHbBIE HAaNpPaBAEHUSA MEXTOCYAapPCTBEHHOMO ypery-
AMpOoBaHusa cdepbl UMGPOBLIX MOANUCEN U SAEKTPOHHbIX AOBEPUTEABHbIX YCAYT HA OCHOBE MPUMEPOB U NMPEANOXKEHU
OTAEAbHbIX CTPaH.

KnroueBblie cAoBa: uMPpoBas NOAMNUCH, INEKTPOHHbIE AOBEPUTEAbHbBIE YCAYTU, TPAHCTPAHUYHbBIM PEXUM IAEKTPOH-
HbIX AOBEPUTEAbHbIX YCAYT, MPU3HAHUA MHOCTPAHHbIX CEPTUGUKATOB LIMGPOBbLIX MOAMUCEN.

Kostenko Oleksii, Kostenko Viktoriya

WAYS OF DEVELOPMENT OF LEGAL REGULATION OF ELECTRONIC CONTRACTING SERVICES IN UNCITRAL
INTERNATIONAL ACTS

Introduction of new forms of international cooperation, namely, electronic cross-border cooperation, is one of the
priority directions of development of the world community. Electronic cross-border co-operation, including the use of
cross-border trusted services, needs legislative regulation today.

One of the locomotives of the international law-making process in the field of electronic trust services, electronic
signatures is the United Nations Commission on International Trade Law, the International Chamber of Commerce
and the Economic Commission for Europe (UNCITRAL, Commission). UNCITRAL approved the Model Law on Electronic
Commerce and the Model Law on Electronic Signatures with a Guide to Enactment 2001. These legal acts became
the classic basis for the creation of normative and legal acts of almost all countries in the field of e-commerce and
electronic signature, laid the general principles of cross-border recognition of certificates of electronic digital sig-
nature. Starting in 2014, the UNCITRAL Working Group IV on e-Commerce has taken steps to address legal issues
related to the management of identity and trust services. UNCITRAL is considering the process of legal recognition
of trust services and digital signatures as a requirement for identifying legal requirements and establishing relevant
substantive law in any jurisdictional system.
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However, at the current stage of development of international and national law in the area of using trust services
and digital signatures in the cross-border regime, a number of global problems remain unresolved. The problem of
terminology. The problem lies in the fact that national laws or international laws contain a set of concepts and defini-
tions that are significantly different and sometimes of an overly technical nature, which complicates the perception
of ordinary citizens. The problem of credential as a component of a digital sighature and trust services. As you know,
the key components of a digital sighature are subscriber data, which is considered as digital credentials. To date, no
legislative act addresses the issues of cross-border recognition of digital credentials, namely: who should hold such
recognition, which party they should be recognized as the purpose of such mutual recognition, which features should
be available for mutual recognition, which restrictions may apply during mutual recognition. Also, outside the scope of
legal regulation, there is currently a problem of the mutual recognition of identity data of legal entities, digital devices
or digital objects. The problem of trust in electronic services and digital signatures. The possibility of introducing tech-
nical mechanisms for ensuring the reliability of trust services exists and can be implemented promptly.

However, today there are no international legal mechanisms guaranteeing a certain level and standards of trust
in digital services of one of the parties exchanging such services. In many national identification systems, including
in Ukraine, so-called “levels of security of trust” are defined as in the European Union (“low”, “high” and “basic”).
While four levels of trust are used in the United States and in some other countries. The problem of cross-border in-
teroperability. States with different legal culture traditionally diverge in the technical and legal assessment of digital
signatures. Common Laws (United States, United Kingdom) do not impose specific technical and legal requirements
for a digital signature, nor does it require the mandatory provision of a digital signature at the same time by all parties
to the trust service or electronic document. In this case, an electronic signature may be created by anyone and by any
technology. In Roman-Germanic legal systems (mainly in European countries), where the legal doctrine traditionally
played an essential role, another concept of digital signature has developed. In order to address these issues, Work-
ing Group IV, the United Nations Commission on International Trade Law, the International Chamber of Commerce
and the Economic Commission for Europe, with the participation of many countries of the world, are exploring the
prospects for legal regulation of the recognition of cross-border trust services and digital signatures through the de-
velopment of common, standardized international legal acts.

In its activities, UNCITRAL plans to explore the experience of several projects in the field of electronic trust services:

- European Commission, Regulation (EC) No. 910/2014 of the European Parliament and of the Council of
23 July 2014 on electronic identification and trusted services for electronic transactions within the internal market
and repealing Directive 1999/93/EC;

- The Eurasian Economic Union, the Eurasian Economic Union Treaty and the Concept for the use of services and
legally significant electronic documents in inter-state information interaction;

- Asia-Pacific Region, Pan-Asian Alliance for Electronic Commerce Development.

Also, Working Group IV examines the existing international instruments aimed at ensuring the mutual recognition
of transnational legal effects in the paper environment, such as the Convention, which abolishes the requirement for
legalization of foreign official documents “Convention on Apostille” (The Hague, October 5, 1961) and the Protocol on
the Uniform Order acting on behalf of the executing authority (Washington, February 17, 1940), which may include ap-
propriate recommendations for minimum elements for the cross-border mutual recognition of UID and trust services.

The issue of legal recognition of cross-border trust services has received sufficient attention from different coun-
tries. Thus, the Russian Federation proposed a project “Improving the Identity Management System in the Use of
Cross-Border Confidence and Common Trust Infrastructure in the Application of Cross-Border Electronic Commerce
Agreements”. The project is based on the model defined in the Model Law “On Transborder Information Exchange of
Electronic Documents” of November 25, 2016. According to the project, it is proposed to create a large cluster of verti-
cally integrated “cross-border trust”, which will have three levels of electronic trust services (basic, medium, high). The
cluster can have a single international regulator, regulators of intergovernmental unions and national regulators of
digital trust services and digital signatures. It is also envisaged to introduce legal levels of regulation of digital trusted
services on one or many domain-based basis with the involvement of a third independent trust party, as well as the
unification of international and national regulatory frameworks.

Instead, the United States considers it necessary in the near future to consider the issue of legal recognition of
identification information that has been authenticated in connection with a commercial transaction, namely, that it is
a legal recognition of its purpose, requirements, legal support, etc.

The proposals of Austria, Belgium, Italy, the United Kingdom of Great Britain and the European Union concern the
possibility of establishing agreed levels of security, which are provided through trust services: the first level - with the
use of unskilled trust services. The second level with the use of qualified trusted services. The second level of legal
consequences will include assimilation, presumption, transfer of the burden of proof to the opposing side, as well as
the principle of mutual cross-border recognition for trusted services with the same level of security. Ukraine, as an
active member of the global digitalization process, is taking some steps towards updating the legislation on digital sig-
natures and trust services, namely the introduction of the new Law of Ukraine "On Electronic Trust Services". Ukraine,
by amending existing legislation, adapts the regulatory framework in accordance with Regulation (EC) No910/2014
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of the European Parliament and of the Council of 23 July 2014 on electronic identification and trusted services for
electronic transactions within the internal market and repealing Directive 1999/93/EU.

Today, there are many national and regional concepts and initiatives in the field of trust services, which have
already been well developed. They can identify the relevant issues and can serve as a basis for developing an appro-
priate legal framework at the international level that could be transferred to various existing legal systems.

The UNCITRAL Working Group IV on e-Commerce is implementing measures aimed at achieving the following
objectives:

- promotion of the development of international trade law and the satisfaction of the needs of economic actors in
instruments that provide legal certainty for electronic transactions committed by them;

- facilitating the harmonization of new legal aspects of projects, within which these issues are currently being
resolved at the national or international level, to the more specific and functional content of the general requirements
formulated in the current texts of UNCITRAL;

- establishing a common legal framework for trust services and digital signatures, including relevant provisions
aimed at developing international cross-border operational cooperation in the legal and technical fields.

It is expedient for law-makers of Ukraine to take into account the world experience in developing normative legal
acts regulating the sphere of trust services and digital signatures, including in the cross-border regime.

Key words: digital signature, electronic trusted services, cross-border electronic trust services, recognition of for-
eign certificates of digital signatures.



